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■*»06.3*,(xi)(b)^., hoc k through ko6.k% and a. 32 , Appendix I, and Annex A 

to Appendix X. 



X. Bwlodg* or possession of classified defense lnfom»tion 
be permitted only to those persons whose official duties req uir e 
Such Assess la the Interest of promoting national defense. Etch Agency 
Wplnyee shall be responsible tar Insuring that such classified Inforantlon 



** be may hare knowledge or possession dr does not 
u a aatlxtfl sed p e rs ons . VI 



into the hands of 



eclassifi ed and approved for release bv NSA on 05-07-2014 pursuant to E.Q. 1352 
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St the purpose of tills regulation is to establish within the 
SStiooal Security Agency standard policies and pr ©cedars* tbr the eafe- 
flafcftHng «f classified infernation reeelwed by or originated -within 
all elewemt* of the national Security Agency eaw e pt that category of 
infer nation And Material to be safeguarded by Cowamication Security. 

8* Vbe basic policies sad p r o ee & ur e a conc er ni ng coawmicationa 
securi ty are contained la ACP 123, Coatanl cat Iona instructions. Security; 

s 

A3TSA3 1210, Cryptographic Operations, Joint} sad AFSA0 12W, Fundaarntals 

«f Tranaat salon Security, aroint; and will not be c o ver ed by this regtt- 

* 

lation, e xcept that tbs s tandards for safeguarding co ta aml cations 
s e curi ty inf onset ion and vaterial stall not be lower than those 
established herein. 



gjpgiofs m - ciA^rgiCAfioir cmamss 
3U genera l - Xnfornaticm produced by this Agency shall be assigned 
a c ateg o ry of classification c owa a ns ur ate with tbs nature and extent 
Of tbs dang e r to national security which would result from Its unauth- 
orised disclosure. Executive Order Ho. 10301, dated 5 Ifoweatoer 1953, 
established three categories of classification: TOP S KT HE f, SECRET and 



aariiaarriXL. Xn addition to tbasa three ca t eg or i se of classification, 
the Secretary of Defense has authorised the tas« of the term TCWttf»fnAL- 
xmroo mm m m AU TflPK t gED* fete certain defame iafttftttttlon classified 
asmmomkt and the use of the tens "fGH VFTOXA L USB OKU" for infarna- 
1dm which requires protection in tbs public interest, but which is not 
within tbs purview of Executive Order *o- 10501. 
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t gcftnl ticca - 

a. TSH? fflSCMBC* Except me may be expressly provided by 
statute, the use of the Classification TOP SEC SET shell be authorised, 
by appropriate authority , only Tor def aca e iaforaetian or material which 
mqp&xta the highest degree of protection. The TOP SECRET claa»tfic*tlon 
eha.11 be applied only to that informtiem or Material the defense aspect 
of which is paramount, and the uoantborlKed disclosure of which could 
result la exceptionally crave damage to the nation such as leading to a 
definite break la diplomatic relations affecting the defense of the United 
States, an earned attack against the Halted States or Its Allies > a war, 
ear tbs eoqprocsisc of military or defe n s e plans, or intelligence opera- 
tions, or scientific or technological dorelopwents vital to the national 
defense. 

h. tiXCSXit Except as my be provided by statute, the use of 
the classification SECRET shell be authorised, by appropriate authority, 
only for defense Information or material the unauthorised disclosure 
of which could result In serious damage to the nation, such as by 
ieopardlsing the international relations of the United States, endangering 
the effectiveness of a program or policy of vital importance to the 
national defense, or ce»©roml*iag important military or defense plans, 
scientific or technological developments important to national defense 
si> information revealing important intelligence operations. 

e* CCWI2CTTI/LL: Except as may be expressly provided by 
statute, the use of the dJaaaification ccSfluezffXAl shall be authorised 
by appropriate authority, only for defense mterial the 

<&EljfC: 1 
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xa»u-tborl»*d disclosure of which could be prejudicial to the defense 
Interests at the nation. 

t* CC»inEITXAL - Modified ifeuidilng Authorised: COHTIEENTIAL 

defense Information as described below shall, be Identified tor the term 
’’Modified Tfandling Authorised. * Inforaaticm *o designated is that which 



pertains to eonbat or combat related operations, actual or simlated and 



Includes, but .not Halted to, the following* 



7 



(i) 



training, field end Technical Manuals and related 
material* 

(2) Photographs, negatives, photostats, diagrams or 
materiel. 



{ 3 } Defense procurement plans, including procurement 
ecntroet* and related matters. 

(X) Communications material and messages* 

( 5 ) Cer ta i n documents regarding engineering plans and 
design details, computation, method of processing 
or assembling, which are essential to the function- 



jog or use of an arti cle of material* 

(6) Military maps sad aerial photographs and related 
material which require dissemination for military 

puxyo&ttm* 

9* m CMTICIAL USE GMUfi For certain information, not within 
the pMftiew of Executive Order So. 10501, which requires protection 
either in accordance with statutory geqjHr etfif j r §|h|ic; In terest, 

ulIiR , 1 
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the turn "fSB OWttOlKL USE 0X1X* i • authorised to protect from unlawful 
dissemination the categories of ma terial described hOovt 

{l} Textbooks, syllabi, languor dictionaries, tele- 
phone directories, etc*, which of themel-ves do 
hot war ra nt classification, however, the vide 
dissemination of which eight be detrimental to the 
Security of tbe^Agency »» mission. 

{2} Seoord* and information which pertain, to individuals 
such as personnel records, m edic al records and in- 
veaiigstivo reports, documents, and proc ee d ings. 

&(3) Information as to the Identity of confideatlal 
t a fo ru ants, end fur nis hed by them la 

con f ide n ce. 



(h) Information received la confidence from private in- 



dividuals, fires, or organisations in connection 
With bide, proposals, "trade secrets", and reports 
tef a financial, technical, or scientific nature. 

(3) Information which is, or any reasonably he expected 
to be, connected with any pending or anticipated 



m 



litigation before federal and state courts or 
r e gu l at or y bodies* 



Advance information on proposed plans to procure, 
lease or otherwise acquire or dispose of materials, 

* " V?/ *r* -e-s •* V4 

K(W 




REF ID : A57416 



• • 




SaS ^TOOTAmg 10* 



ae^nX estate facilities , at function*, wide h would 
pewide undue or discriminating advantage to private 
or persooad interests . 

(7) Preliadnary documents relating to proposed plan® 
and policy development When p r em a ture disclosure 
would adversely affect morale, efficiency or dis- 
cipline. 

(&) laawaination question* and answer* to be used is 
training course* or la the determination of quail- 
ficaticaaa of candidates fear espinyafent, entrance to 
duty and advancement or promotion. 

3* Coowuniqfiona Intelligence (CGKDfS) - the safeguards provided 
for under the basic classifications established by Stecutive Order Ho. 
li)5Gi, do not provide the degree of protection required tor CoaBuni cations 
Intelligence. Therefore, in order to provide the degree of protection 
considered accessary, Specific categories of COttHT are identified by 
. the assignment of a distinctive codeword in addition to the classification 
category. The assignment of the codeword to COHDB? does not change the 
classification thereof, but only restricts its dissemination to those 
persons authorised access thereto. 4 detailed description of the cate- 
gories of CCKSST i< contained in Appendix A to this regulation. 

ajgrioi xt - ciAB3ifxcA!rios eg afroa&gies 
1# Authority - tbs authority to claaify, declassify and down-grade 
hr up/-irade the classification of defense lnfonaatien for which the 

VM'IP - 1 

> S 73 ^ 



<6) 
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Ifetlaaal Security Agency has responsibility pursuant to Executive Order 



Ho* 51*501, dated 5 Sovsafcer 1953? and Department or Defense Directive 
£200.1, dated X9 Ikavesber 1953? *od to doeignate in writing, as say be 
neoassary, efftcera and eesjdoy *as within the Haiional Security Agency 



to jse**fea*«. these functions, was delegated to the Director, national 
Secoxity Agabcy, by Secretary of Defense Heacnaadum for the Director? 
national Security Agency, dated 19 May 195^* 

£b Assignment of glassification - 
a. Authority and Iteapons lbilityt 

(l) Authority is delegated to the Vice Director, Chief 
«f Staff, Deputy Directors, Special Assistants, 
J^peetor Qener&l, GSeneral C ounsel, Historian, 
Comptroller, Chief* of Staff Divisions and Offices 
and Chief* of IGA field Activities to classify, de- 
classify, downgrade or upgrade tha classification of 
defense Information cadgiated within their juris - 



diction, this authority way be further dalegated 
within their organisation provided such delegation 
A* in writing by naoe of individual and the Adjutant 
Oeoeral £a furnished a copy. dach person having 
ddthorlty to classify shall he responsible for the 
proper classification of all information classified 
by hi*. 





a«a ytA»PTcai so. 



(g) Authority to classify, declassify, downgrade or 
upgrade the class ifi cation of defease information 
tar material for which MSA. has rtwponslblXlty is 
dalagated to tbs Adjutant Omysrel. 9s shall be 
responsible for % he proper classification of all 
infcrToetlon or material coming under his juris- 
diction. 

b. Balsa for classification - 

(1) Matter which requires safeguarding shall be assigned 
tbs lowest elasslficaticm cxaw latent with the nature 
sod asfa6?»Ma needed to protect it. Oter-claasifi- 
Osttoaa tends to undermine oar security system as a 
■stools, and unless effectively curbed, may Jeapar&lxe 
the jeotectioti required of our moot Important secrets, 
(a) flhlass otherwise directed by competent authority, S3A. 
iaforaaatiaaa snd material. Including extracts, shall be 
classified according to c o n te n t or merit and not ac~ 
Por&tng to the relationship to other classified matter, 
ci exc e p t that the classification, of a file or physically 
eoarasoted group shall be that of the highest category 
included in the file or group. 

{$) Information or documents which refer to classified 



matter need not bear the classification of the referenced 
material provided the reference is by means of file 
wndxnrs, dates, other w >ub^t 
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'(prowtded the subjects tbeastelv** ate JWt elajwirlsd 
or rtf * lower classification) . Such iaformtioe or 

v 

* \ 

Aoeusmtt*, except those referring to registered docu- \ 

- a*nts by title* other than abort titles, any er*» be 
awilasitfleA. 

(V) Xach document proper ed within the Agency will hear 
the classification of the highest cOasSified laforw- 
tlon cwrts&asd therein} and except for toolceums, 
annexe*, appendices, supplsswhta, cherts, tables, etc., 
All page# off a single document *111 bear that class! ~ 
fflcaticen. 

{§) A letter of tsansalttal shall he classified at least 
at high as tbs highest claalfled Inclosure thereto, 
sad If the iaformtioo in the letter is of a lower 
classification or unclassified, a downgrading oar 
declassifying notation Shall be contained therein. 

(6) A cover, whether a blank sheet of paper or one with a 

t>nS 

title or brief notation off contents, used in either 
front or back of classified paper* Shall boar the 
class ifieat ion off the highest classified paper contained 
therein. 

(7) Xqjiipttent shall be classified in the same Banner aa 
docuasnts. 



a 




( 9 ) 




r 
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PTffi 

alt* 



in 



|& kd # 

i 

seders, iwtfrtsracia, nwniflwi add wr i t te n micrlal in g e n er a l, whether typed 

3» - 

or- Litton Sm Isn^biaad, Shall im plainly and cCneyi<htfmaiy awtfcd or 
«IM9$ with the a ppro p r i ate ossification on all page# of the crlglnai 
*s& «H copies tiwreoi. &» aari&ngs shall he oe a te red at the top and 
fcetto* ar each page end ad the r e ver e s fide of any page which eontaina 
inf tsca st irin on t fofrt fide* 

«* Hip*, towing*, toncing*, end l^otogrephst Classified rape, 
drawing* fed tracing* shell, carry a of the propear d&ss Ificattoa in 

ipe&E position that it vlll be reproduced on ell eoplee node therefrom. 
4adiaa3PiIy such eariiagfl shell appear in the upper left end lower right- 
hand earner. ¥h*nev*r practicable, jphotograpiiie negative* shell be mrked 
|* the wuof senator, Photographs «ft reproduction mode from negatives 
which do not terry a iegefld shall he aeatasd at top end bottom on front 
.«$& eeis^cucmily on the beck, 9hea rolled, classified asps, drawings 
dad tracings shall be plainly narked with the appropriate class ificatlon 
em each eed at the back, 

- €* Ifctiaea Picture Pilas and MLarofilat fhe classification of 
the highest classified inftamtlon or doeuas n t contained within each real 
ff nstlsa picture film or wicroTllm shall be ceospicucmly narked at the 
beginning sad and of the reel* this asy be saeospllSbed by using a 
flash card with the ap propr i ate Classification large enough to make an 
a, w ag e iM-Cft can oe rasa witnout placing the rust in a projector* or 
$««(&•* or by narking the classification on the film with a permanent 
type ink. She container used to et urAf flfll A s will also display 
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ust 









pm Warn j^SddngS, In aA&iticm, tt is ffeS&eiab^ ^propriate aiawl- 
ilaatlan be placed on one Side of each reel. 



*4 Seand Sscordiagei fries* ifiisSt Sound ris»»fdl»g6 shall be 
mpk «i $*/ readily observable portions, pj^fttrabiy at the beglmiicg and 
SWA, with Sppi^priate clarification **£, If stared. In 4 container, the 
Cmfcsioer also id.ll display the £&ao narfcto«* . Wfrm practicable, the fact 
„ that the rocewdiag oodfesias ifl for r ja tlaa of a particular clasifUfie»tl<» 



wil l be iwacX3H«sd at the beginning a ad end of the reewding. 

f . Special Htterisl end Bjuipoent) the wanner of ra&xiing 
Special mortal Mid «qp£Lpra£«t shall depend upon the character thereof. 
aaw eve iv *«& special mtertai and equlpwat shall be conspieoouely marked 
bgr* itea^ng, etching, attaching a <ihaetf1.fi tatim plate or other impropriate 



Tniiiinr 



M< Snpro&uCtioK Uniter** Classified eultiilth, mimeograph, 
ditto and atbrr repro&uctioa waster* shall be either destroyed ta- 
a j ^jatedy After they base ser ve d their purpose or plainly marked with 
the appri Spfiate class if icatiott. 

h. Prejiatlnary draft*, tarboci, Sfce.t OlwwifJad prelirntmay 
draft*, earboa Sheet#, stenographic notes, voartt sheets and other Stall* r 
item* Shall either ha d*«troEr&4 by the pwtfba reapoonalble for their 
pSbdtaoiten laeediactelor after they haws Set-rod. their purpose or be marksed 
sod anftegasrUd in the sane mttdu»r a* 'the natter produced therefrom. 

i* itog?*t^ctlOM*; All copies sr 
meter'd*! shell be appropriately afcttwd or i 
j|4 tba original thereof. 
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WSk MQtiJATl&f WO. 

4* Sac lass tried Material! Uaclwwlfiod Material Khali not be 
WCWS3W3C0 ualeaa it ia essential to convey to * recipient 
Wat Sh tetarial that it ha* been examined *g?ecifical3y with a srlew to 
IttCKMftag a defense clAsoificatlon and Sac been dateraiasd not to re- 



«*ir* m&h classification. 

IjsrMag of lattere of ffraaamlttal - letters of transmittal 
eletoifled solely or jartially because of clarification of iocloeures 
fSbaH fcstw m the final pera#?aph or be atae^ped with one of the foiloeinc 
«r similar notations ea appropriate i 



l^wagiwSad bo _______ 

when i s cl osurg (a) la (are) 

affigMi nffiTit' — - ~~ 



Ikwagraded to 

aftaau ixar lo a ure Ca') 

Is (are) reserved. 

jjaclwaaifiad when iacloaure(e) 

3 JI yW® / WWOTOl a 

iaaOaaalfied when inolairure(a) 

. is (are) r emo v ed , 

It* Marking for jUxfcoaatic Poyngrodins - STCsasmnf possible, the 
originator cf classified aaterlal, Khali indicate cfe the document or in 
tha text ''thereof tba date or ewat after which a document any be down- 



gm dad. Sfuch authorization shall appear over an awthentlcating algaa.- 
fcuim if not adbodied In tbs text. 

h tat, ghsnge in glassification - Itegradod docuwnta and 

aatarial shall be stacked or waked (not typed) with the new classification 
st the to® and bottom on the outside of the ^ ' 




title 





WSk BO. 

yi&l f t oA first and Xwtt page* of text aef printed snicrls! «zd con.- 



aptcuously for other naArffial} sad the old djan s ifi cation sanrked through. 
M 0#da&ti fiakj the dlassifieatian trukinge aball be lined, through. 

411 Age ndy activities or Individuals holding copio* of rogrtkded or 
declassified documents and Material shell paracptly nark thorn ft* outlined 
above and aut top of cover* first page if document ha* no cover, or oon- 

Spieume place with a notation ddbataatiaily 6* foUotfs * Itagraded 

by authority of (©ffielsl or aoeuaent authorising change) toy (*»®e, 
grad* and organisation of person asking change and date thereof). 

SjCHgT Control jgtojdnggi « -• . *S 

&» Control Buaberi 411 533F SBCStiSf arterial, emftpt ’regi^^ 

* * 

iwweiwid flfi* produced by torn. eleaent of USA shell be Controlled toy a 

/ 

natter whlah gfasll be placed oo the bottom in the lover right-bond comer 
Of the cover ml title page of each bound aoeuaent sad on a conspicuous' 
part of all other Material, To avoid drplieation of Ductocrs within the 
the n umb er aWjignhd hr the pp Control Office vill be 

preceded by ten digits indicating the year the arterial i* received 
Or originated % the Agency and rantoerb assigned toy fOP SSCHf? Control 
Jftdtifci *is*ineal3y *111 be pmwded toy two digit* indicating the year and 
-the abBet title or numerical designation of the Control Point or the ac- 
tivity which It serves. Sfeasagoe and document* which are assigned other 
4smtrel «totoer» n^*d ndt be assigned a PCs? SECRET Control number. 

W Ifcaber cf Copies and fageet All TOP S8CHBT mterlal, 
**e*pto registered, produced within the Agency Shall be narked as folhowat 
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m fWffTATTflff WO. 



(l) Book* and Bound Documents , All pages will be 
iaiabersd at the bottom and the cover end title 
peg* Marked with the f dlkwihg notation in the lower 
left-hand comer; 

a*CHXT Control Somber 



(1) letter* j Weaorand^j Bullet las , Orders, Contract* 

-asai Written jfaterial in General. All page# vtll 
b# barked with the fbilcwimg notation in the lower 
left-hand corner of each page; 

- TOP aacae? Cootrol Jfaatoer . 
fkpy Susber . 

ita£S __ «f Pages 

(l) AH Other JteierUls. All TO? SSSflET mtorial 
not covered 1^ subparagraph© (l) and (2) above 
be aliped conspicuously with an item waaber 
in, addition to the TO? SBCHSff Control Iftiober. 

7* Ijurfrlha of SegietertBi Matter (lion -Photographic ) - In addition 
las the other mrliag* required by thin flection, each registered document 
till be Marked with Tfegtetared'’ and the register number at the top of 
t&f front cover ^ both long and abort title,, the number of pagaa, the 
efties of record to which returns are to be wade, and inetructiona 
^waring the artgwrttng of ita custody and for its ultlaete disposal, 
la addi ti on, if a new document supersedes another document, iiwtructlcms 
will be tacorpoxated covering disposal of the obsolete document or 
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m&itvqmxv the r^LutmtiA iotniaejfrt. on * wei^unrta iteat . Vt a registered 
ftotrii— )t ooaids’U of ear* than one ytftnnifc, Sfeeh Volu» will bear a. 
Separate Stoifc't title . Bach regiatcfbff document will contain * table nrf 
S g afte ala , Showing efTeCtiwe page*,, Soy wx» &r iatorta not ruatwred by 
S*W* axA appendices. 

8, gggjgl ftatogi - 

a. CfiMUT? Codowor 4a? Tb* nppli cable codeword shall appear 
lie— fl lately following the appropriate ebwssifltWLilon on iwr y peg* of 
*ai*riai ceaxtaiadLag eowraniieatioiiB Intelligence twrorration theft require* 
iAelttifloatlafc by the arfttigjtrattfrt of a distideti-ra codeword. When a amn'j 
.tisr dtfrtsr Kbiat 1 g m*A, each ©cnn&r shall be bacrfced at top anl bottoa 
with ib* highest cls*siaie«iijc*i attfeeWt thereto WtA Khali be plainly 
Mtrbei with the notation "Appended ©oeunenta Ccmtain COEflSttJiTD Material" 

$r "Whi* Boeuawtt tSoirtais* C OQEWOSB Material* as appropriate, 

** {XmVJtWilKL - Hijdirled Jtaliing Authorised? CCSBTXDCWTIAL 
Keeuaeuta *Qd mtwrial as defined In paragraph Bd of Section HI shall be 
aarfead with the tern "ifodifled dandling Authorised* directly below the 
class iftcartion CfiMrlDDRfiflAL vhersvwr it KgpasrK except that it need 
appear daily to the ocmst tod title pa#* £*f bound doaussmta , 

a. Material not Jteleaa^^ella to foreign Mattonolai JtecwaatrtK 
and aatesial deierariLneA to t*<*rt*in material which should be withheld 
fSOca ftardlgn natlonalg wad the anticipated distribution, tranamleblan 
tod. handling is such that the AoaiHWHt* Or Kdtarlal will be liable to 
feaadsesrteat disclosure to foreign Rationale Khali be aarked oar sharped. 
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- mms- OCliflit f 

mssmrms m> _____ 

(aaxiplcuously on U® cover or tim page with *he follofix^ notation: 

"shscial mmjm mspz&z* ms jbsims^b ie so ?okeiok jemouMS, she 

inferaatioa contained in thia docuaeat vill act be disclosed to foreign 
^WiowOe oar their repre^tatlvee.* la the case of » 3 os^ee # ia 
siMition to the m xk iagp described above for other snterial, the ab- 
breviation BQtfQHft will appear In the internal iastruetioas of the 



^Hk- 9@8 SWICIXL tfiJS OKETt Arterial and Bocuaents attaining 
Sxtfwmtim e& defined In paragraph He of Section SZX ahall be mrfced 
aotw^cuoualjr with the term "FOR CKP15I «* tJSS OSHDUT. On all wetter 
printed, typed or longhand, the term will appear at toe bottom of fetch 



3 *€$ 6 » 



^ SfKnirlty Cautioning Potations: When classified aeterial 

is fgsmiahad to individuals not in the Executive Branch of the Cfovemaent 
OOe of the following notations shall be stamped or written on the 
material, on ite coatdner at the written notification of its assigned 
claMificationi 



(l) Fear cryptologic laateri&i. - "SM# oaterlal ooataina 
lafotvation affecting the national defense of the 
t&ited State* within the naani ag of the eepicnaas 



lews, SiU* IS, i7.SC*, Sane 




79* and 793, 

i 






i 



67) 
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»8 'A WSMHA'nBB bw — -.. * ■ *~ * 

«. SPECIAL HASDLISa 3BQSFIRED*. SIko for coital letters 
fill be CC 8 (17 letters to t be inch) end site for balance of letters 
06 6 1C {24 letters to Inch), color red, when practicable, vith fcnraet 

«* follows* 



gfffl 


BXAL HAXOLISO H&SJH«D 


n&Jffi 


SMHE£' K'TSmi® TOI0NAL3 



$he indttormtia^^ in 

this document will not be disclosed 
to ftatcLga nationals or their repre-_ 
swrrtetives . 

f , yc& errariAT, USE CttCf: Sise CC lfl (9 let tors to tbo 

ix j* 3 h)» Color red, when practicable, *u*i format as fellows: 

1 

1 - 

£■ aM Bg. - sad famnt 

-J 0 P && 8 H 5 & &&B&. its Marking all natter coatae under the ^visions 

Of 'this regulation abail be aa follcws; 

a. Classification Harkings; M~e 3H £0 ( 3 ^ letters to the 
inch) and vimi practicable, red ia color* 

b. ISP SBCTEB2 Control Harkings: Size CC 12 (23 letters to 

the inch) color black, vbwa practicable, vith fesrast as follows: 

tea 1 8 SGBET (Z&mQL mMBZR 

Seat HOHHER 

ism sBtaaca# sfaaas 

3X8? 33SCHET «JffTR0L HUMBER 

C0PT SUH 8 ER * 

HkSK ^ r '~* HMie3 

e. 80Hl8f£ (Rewords : Same »i*» and color ae classification* 

&» 00®1IO5C2AL **■ Modified Handling Authorised: Rise and color 
Cap clarification saroe as that for CC*BrXbi3KilAL and #t»e for t era 
**lfedified Handling acquired"* ©S iB {9 letters to the inch) with 
Mm t as fallows: 

- 7 ? 

MXOFIfi} MKXL2BG AS5S0RESBD _ 

_.f*> -e epon 
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the taaasBdsaiott or revelation of which in ary 
aaxroer to an unauthorized person is prohibited fey 

a*w." 

( 2 ) Tor nil other classified asaterial, - ^Tbitj mterial 
cmtadns inforoatloaa affecting the jattioeel defense 
of the tJaited State® within the aeaning of the espionage 
Iww* Slt2» 18, C.S.C., Secs* 793 sad 7^ the trsx»« 
ariseiaa or revelation of which in any Meaner to aa 
uaanthorixed person 1$ prohibited fey law.’* 
asraXOB VX - COKCBOL CT SSP^BCKST ASP »Qg.-CHyPOm?HlC BgSISTgfiED MftfEEB 
1. general - la addition to specifying Measures for tlte control of 
fOP SBCBST and aon~cryptCkgra^ilc registered, oattor, the provision of this 
section constitutes the nctalWHi standards for the control of GK5ISE5IC2D 
infaraation. of any classification* sad such other classified setter tbs 
Jyi^utsnt General places under these controls . 

A. ggg a»C«jS3! Control Program - asspcaatlbilities - 

the Mjutaat General shall fee responsible for the adadai- 
•tration of the Agency £0? SBCBEP Control Program and shall appoint a 
103? SSCBE1 Control Officer vbo is charged with the supervision of the 
h and ling of POP SBCHST material exc e pt registered within the Agency. SSbe 
i®poirrt»a»rt; of the TOP SBCa&P Control Officer will fee fey fiteoeral Grders. 

fe* fbe Chief of each Staff Division sod Office shell be re- 
sponsible for the adadnlatration of the $03? SBCSffif oq ntrol perogram within 
feds activity and shell appoint a $03? SSCBET Control Officer and at least 
one Alternate SOI* S®C3E®E Control Officer ^^ia^seiivi^r. Btees of 
j*tf*eoael designated fOP 3»CBET Control ofif^aJ?j&t«mte W? SBCHBI! 





M afi&JZAHOK DO. 

feaotrol Officers vill be reported to the Adjutant Seaeral who vill 
asaatain & current Hat of aucb Officers for the Agency 



$* 9SP SBCm* Control Officers - 

a. Select ion x 20P 38CJET Control Officers shall be selected 
.only froa Officers of the Military Seryicea or responsible civilian 
saployee*,. Sbey shall be of tbs hi gh e s t integrity and proven discretion, 
they also mat be thoroughly indoctrinated ia the dements of 
security prior to appointment as Control Officers. 
b» Satioo and hesponsi bill ties s 

(l) 55» duties Of the Agency TOP SECRET Control Officer 
include the receipt, custody, accounting fat, and 
the distribution «f TOP 3BZB8T Matter received by 
the Adjutant General and for the trauanlaalon thereof 
eutside the Agency* fie shell be responsible far the 
aperation of the Agency TOP MCI SET Control Office, 

(g) the duties of the SOP SBCSEf Control Officer® for 
Staff Sirtsiona and Offices include the receipt, 
bajeto&y, iwsiounting for, and distribution of 58P 
0B8fflT mtter received by or produced within their 
activity and for the traacsKdasicn thereof outside 
tbedLr activity* Seen Control Officer shall be re~ 
StpHcsible for the erratic®. of the WOP S&ZBS32 Control 
Point for hia activity. 

( 20 ) 
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WSk R SB g iATtta no, 

*■ 'r ™ ... , , , 

e. general Buies for $0P SECRET Control Officers: 

(1) & a eo ri, shewing ^ ** TOP AH CRffl* Material 
received, Aisjwttcbe<5, or d«eirayed. fhia record 
should indicate the individual reeponsible for tbs 

tSUitiOQy O* t^T MwT Iftyftf vJ fl t. X & v fil^ j T \JtJuID0f « 

(2) Avoid \ttHJeoesssiry diieetdnatian of SOP SECRET infor- 

n ,1 dt-rf 

HIT* nri * 

{ 3 } Seaneait *B2P 38CKET infcxrmtion by direct contact 
Trhen practicable* 

{%) Vh eawwar possible, maintain * porc^eflure thereby SffiP 
SB58BK mteriel in covered by a contixsjsoua receipt 



System vhen act la your iwaediato custody* 

{ 5 } Where practicable, ocwhiet izrrsntoriee of TOP SECRET 



material eetd.HEUtr830.lly. 

($} Ineuro that all sealed emjlopeo «d package seal* are 
ew a a l na d carefully prior toqpening* Steve any die* 
arapaaey or evidence of taoperiag iaiicatlnjr possible 
eeogjrosaiae reported pmcwtly to the addreasar, the 
MJud&fc general, or the Chief, Security Bivtsion, 



** ig>prGpriaie, 



<?J 

( 8 ) 



Insure that receipts are signed, dated and returned 
iwaefl lately. 

Report iaaftdiately to the Adjutant general or the 
Shief, Security airUion the violation^ any of the 
procedures set forth bere^ a of 30 P 

m&m Material. 
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m> IBBCHKP Control Qgg.ce « 55 m Adjutant {feneral shall jftdjB&ain 
the control office for 1XJP &ECKST material ether than registered received 
frw« car sent outside the Agency and will receive, check, receipt for, 
issaft and assign ft TCP SECRET Control ftxs&er, maintain « record in- 
dicating the disposition of SOP SECRET naterial, tmnsait to authcsriJsed 
jmadpisntosi, and asks proper disposition of TOP 32CR&? material returned 
for file ear detraction. 

|* gap g&Rgg Control Points ~ She Chief of each staff Division 
sad Office shill mint&in one control point and as many alternate control 
points as may be necessary to control all TCP SECRET mtcrial passing 
within Ms activity* k winla« a of one Alternate TOP SSCBST Control 
Officer shall he appointed fear each Alternate Control Point nBintained* 
the following control procedures shall he followed In the operation, of 
each TOP SSCKB5 Control Point: 

A« Uteeiva, check, receipt for, record, safeguard and transmit 

to proper raelpianta all SOP SECRET Material re fe rred to the activity fey 

tfWr 4* 

TOP S8CKST Central Office or another SOP SEGUE? Control Office. 

b. Assign SOP SECiiJT Central JJumbera to T® SfiGiK? material 
artgiratiog within the Staff Division or Office and maintain a record 
indicating it# disposition. SOP SECRET material to he signed by the 
Director or for the Director will he given a 5XJP SECRET Control Ettaber 
by the Adjutant General. 

#* Scrutinize periodically fils# of TOP SECRET raterial to 
lasure that all w-tKtyisi not rwjaired for operation purposes be pronjptly 





REF ID:A57416 



■ f j gggg P 

Jfeifc iM&PUXATXQR so* 

rtffcsrasd to the SO? SECRET Control Office car appropriate SOP SECRET 
Control Point for proper disposition. 

4. Maintain a roster of ell personnel outhcol»Bd to receive sad 
*we*4pt far TCP SECRET mterlal vitbin the activity. 

$* Control of TOP SECRET Material - 

4. ftecedpts: Bocuseixte end Material claanified SOP SECRET 
shall bat covered by a receipt system at all times* Raceipt for SOP SECRET 
material shall be signed by a SOP 3ECKET or Alte«i&te ’TOP SECRET Control 
Officer or by the person to shorn it is « tiAressed. Personnel other than 
the above Vbo in t be paKfornnncc of their duties ha ndl e SOP BICKER mtarial 
are authorised to sigh for a paclagje obtaining TCP SECRET material, but 
not for the contents therein. 

b. ftecordaj A record of all TCP SECRET Material received, car 
arifflnated vithin the Agency trill be mlnfcained at the SOP SECRET Control 
©ffiee car a SOP 88CSJ3T Control Point. Such records trill include the 
control »w£>er # number of copies, sufficient informticw. to identify the 
material, the disposition of each 00®/, and deatructdUm certificate for 
material destroyed. fop BECHET material received in the Agency vith the 
notaticffi to be opened only by a specifically desigmted individual shall 
net be opened, but shall be assigned a SOP SECRET control number by the 
#iP SECRET Control Office and delivered toother with R3A Pefili Bo. 

XSB6 to the SOP SECRET Control Officer for the activity to vfaich the 
iJdivlflMal is saatgoad for further delivery. The individual to ehoa. 
the eatwdal is wJ&resaed shall he responsible to the Agency TOP SECRET 
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asxnATICSJ SO. 

Control Officer for the proper accountability of Material so received 
and sill complete KSd fcurat Bo. 1266 and return It to the SOP 3BCHET 
Ceettrol Office. In the even t such material la turned grtjr tc a TOF 
SECRET Control Point for control the SOP S&JBET Control Office will 
be m notified. 

** TmanmUaion within the Agency? All SOP 3SE5BB3? Material 
feeing placed in the Adjutant General mssen&er system for transmission 
to ssother Agency activity win toe single wrapped, addressed^ return 
addressed^ seeled, aasrked with the spprc^inte class if icatlcai on front 
and hank, assigned a control number. Marked with the phrase "To be 
Opened Only igy” for Codeword material, end package receipted far toy 
the Messenger. 

4U ties at Conference* SOP RSOBBT Materiel to be used fey an 
38A. representative at & conference win fee leased out at the appropriate 
«oafcrol point, pa elsaged in accordance with procedures outlined in Section 
fUl of this regulation and twajsaitted in accordance with paragraph 3, 
ieetim X£X of USA Itegulatiou 182-4. Xf it fescew necessary topaawe 
this Material in the custody of another person, a receipt will toe ototained 
and forwarded to the impropriate Control fjbi&t if transfer, within or 
without the Agency, is permanent* 

T* ftantrol of Registered Hatter fccm-CryptoCTaphlc ) *. 

a. ISieWpcaaaibiHty ; 

(l) The Adjutant tteneral shall ctt&ntain the Office of 
Record for all Se&istered Afetter (aon^ryptographic) 
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$mt 

received l by ear migtmted within the Agency. Sr 
shall appoint a JC3A Custodies who is charged with 
the reapcmibility for dmignation of documents 
originated within the Agency &a Bagla tcrcd Hatter 
the pewnaresaent of aon-BSA. registered documents. 



* 



sad the aaintasaemco of * tttKftrd of possession, 
transfer and dwtruction of all such documents. 
She ojKointaent of the USA Custodian will be by 
Order** 

(2) She Chief of each Staff Diviaios^aad Office shall 
appoint «*» custodian and a* aery i&teimte 



euaiodiana a* my be necessary for his activity 



and trill report ouch appointoeata to the Adjutant 
Several. Bach custodian will be reapcmaible for 
prtxnxring frost the Bad Custodian all registered 
mterial repaired by his activity and tor maintaining; 
a record of possession of all such documents, 
b. Custody and Accounting* She 2S£& Custodian shall keep a 
Soaplsto inventory of all Bagiatered Hatter held by the Agency and shall 
safes ear cause to be node on or about 3D June and 31 heceraber of each year 



A «wai-ennual report of possession by each custodian of registered 
aateriai. w hen a registered aocmaant is tunonwfcrreu from one custodian 
to another a certificate of transfer shall be aade in triplicate, the 
original, furnished, the Office of Beccecd sad a copy retained by each of 
the two persons concerned in the transfer* Whenever a registered 
documart is issued for tssporwy use to another jew in the cam 

^tPPET - 
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activity/ tba custodian shall require a written receipt* Be report of 
w&eh transaction seed he rede to the JKA Guatemalan. 

«* IteTerencea to Seals tered Bocuwaatej All references to 
regiaterod documents in possession or transfer reports, reports of 
destruction or uj^laeeified eorreapoadence shall be try aerial nosier, 
date and short title* Any ccorrespondonce or paper vnich refers to a 
serial document by title other then short title must be assigned a 
ainiau* classification of (XmxmtllAL, 

A* Jteproductlom lUspcpodactioc of * registered document 
shelly or in pert la forbidden, except by authority of the office of 
oqrigia, eiao in the case of USA registered documents ls n the Adjutant 
fleoeral* fbe Adjutant General will he responsible for obtaining 
authority to reproduce registered document* for -which he is not the 
Office- of origin and will wairttaln a record of all reproducticdia* 

«. iNiepiedingt Tfaea the classification of a registered document 
Is Changed, the Adjutant General will notify all holders of the document* 






1* fleneral » She dissemination of classified isf creation and 
aster isl within the Agency, unless otherwise specified by the Director 
m his duly authorised representative in each instance, shall be limited 
to persons whose eleerance status is current, who have been certified 
Sy the Chief, Security Division, for access to classif isd mierial, who 
have the necessary ”aeed-to-tocw H and who hwo been indoctrinated for 
assess to the classification and type of material concerned. 
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t* ^atboerlty sag. Itespom Ability - 

a« $ob4«ci to the abcrra concepts, Chiefs of Staff Divisions 
sad Offices, higher mtixxrity vithin the Agency and persons antnorijsed by 
ffueti officials ?nay dlaoerdmte classified information and oaterial, as 
mepdrtA far proper perforrancc? of their assigned duties* 

b. Any person diaaeatnating classified mterial or authorising 
Its disfitanimtion shall be responsible tar insuring that all applicable 
portions of this regulation and any other pertinent directives froa 
OMpateat authority are strictly observed and enforced, Sued persons 
Shall be respcaanible for obtaining the inftarwation necessary to enable 
them to discharge their dissemlratlon responsibilities, 

3* geoeral Principles ~ 55m fbCUoeiag principles shall govern the 
diseeatf nation of elaefiLfied defense infosmtionj 

*. She existence, nature, content, or shere&bouta of classified 
natter shall be divulged only to the extant required by the aireumtanees 
in tiprh case. 

<; b, la determining the Halts of dissemination, due cc^idcration 

s&oOl be given to the degree of class iftest Ion, ss veil m the "nped-to* 
knew" and the xMo<rtrinatlon status of the individiial recipient irLih 
regard to a specific itea of such matter, 

a* Jte person is entitled to toJovledge or possession of 
Classified infornation of say kind solely by virtue of Ms rank, office, 
or posit icas* 

4* *v*oy effort shall be male to Jeeep responsible officials 

a 

fa) 




infer aed 
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j^jkouiatigh w>, _ 

« t fhe need for dissemination of certain types of classified 
inlbr/aatloa Tar training purposes shall bo recognised. 

4, ggg jgggggp Material - 53* authorised ^semination of m* fflSCHBT 
aateriaX shall be as follows: 

a* So authcseissed and specifically designated recipients of 
Hals Agency, tbs Aroad forces oar ether acrvw raaaeat activities officially 
associated with the Agency, whose official duties require iofoanaatioo 
art the specific subject under coos iderat ion, 

b, So authorised and specially de sig na t ed, recipients not 
in #w*raaeat serricoj but only wader exceptional circuastancee when 
it if determined, that ouch perso ns waft have information on the specific 
subject under consideration. 

%* ggggg oar. CO^IOggnAL V Material May be diaseminsted to 
authorised recipients and specially designated recipients is and out 
of gswermaant service whore such disagad n a ti on it considered by eom~ 
patent sutijority within the Agency to be is the best interests of the 
Agwnoy. Competent authority shell specify those persona who aay receive 
fuch Material* 

& yqg CfyiCIAL OBH OgUf Material a»y be disseminated only upon 
a dertermtnatios by a responsible official that the request for such 
iMtmmtim if based upon a legttiaate interest, and that its release 
will sot be prejudicial to the public Interest or contrary to law. the 
arbitrary and uinreoaonabls vithhoMing of such fogcaemXlm will be 
avoided. She identifying term "For Official ^ removed 
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m k BKOUIAtlOK no. . 

$sron£ffcly vhen. tlnero ±» so looker & specific ^ustlficatim for pro- 
tecting such lttformtloa. 

7. CQjfl3ft t - Biaee^lmtion of CdHSR? iaforaaticw or material shall 
lie iwds only taa a strict ^fcepd-to-JcjCw" basis sad then only to recipients 
iifeo boy© been cleared sad indoctrinated for such access. 

sm&m tin - aMCDunG, R*cmK? ard toahskissi^ <y ciAgairisp MmsK 

X. Qeperol * Classified notertal passing sithia or being seat outside 
iba Agency shall be handled, p&c&aged and transmitted in such a Kenner as 
to insure its regaining out of the beads of aaauthori&ed persons, fhs 
Standards and procedures outlined in this section are wtoaimm and sera 
stringent safeguards sat y be established when it is considered necessary 
to provide greater aecurity. $be provisions of this section do not apple- 
ts trmaRalaeion by electrical means vfctch is covered by other regulations 
and directives. 

2. handling of Classified Matter * She term ’handling'* as used 
haaewin sh a l l be construed to mean all activities pertaining to the use* 
processing and preparation for dissetjdmtioa of classified matter. 

a. Class tflect natter shall be safeguarded, against Imu or tun- 
(BsShBflfi *ed die closure at all times to the extent required by the classi- 
fication of the matter concerned. Sals shall apply vheti^er or not the 
■attar has been. Barbed vtth the appropriate classification category. 

b. $ he Chief of each Staff Sdvisien and Office shall be re- 
sponsible for the Isaadli ng of all classified matter vithia his activity 
©r eawtng under his control and for tbs preparation e»A imwauigatlcca of 

s * CHtT 



(a?) 
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say additlcssal Instructions ye^/Ired for the iaua&liag of classified 
ataebteer \uaflteae * hja cognisance. 

«* 3S*e Adjutant General shall be responsible fte? providing 
jasssenggir and courier service for the tr&nantit'fc&l of classified raaterial 
vithin the Washington area and for the preparation and proml^tlon of 
inch additional insulations and iratructiosc* a* are necssasrs* to 
iff actively discharge tide respaas ibiXlty . 

£, iwoteifflng of CXagslfic d Material - Classified material being 
Want outside the Agency or Agency installation shall be packaged as out- 
lined. belovt 



a. fype of covering. Each Itcu of clfiuwtfted saaterial shall 
be mapped In such a seomcr to insure that it i* received by the addressee 
ta Such cosdlTion that no possibility of a security een#rorai»e exists, 
fhe type of covering alloyed will be dependent upon the security re« 
e^dxwoMnxt of the item, and its slsse, weight, nature and destination, 
bpaque «r asttUa sanmlopes, trait vxia<£j?iRs paper,- <nxmiga.ted carfcbocrd 
beatss (bursting point of 200 lbs. per sejuare inch), wooden crates and 
as jess# car* duck aewsk&j, scoured with tape, eord or wire shall be -used as 

Sfproicriat e. 



b* Ibrijp&ration tar Smiaaissicm; 

(l) General, Classified aaterial shall bo inclosed in 

opopo double-sealed coastdrcrn, !&e iter© of classified 



awterial shall be folded or paelwd in such a mmmr 



that the text or other classified characte ristics will 



not be in contact with the 
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Mmcmiytd. A reti* tpt fW nil Mtertal, 

■rwncyt fttlilriTMilTJCL - Mb ltea!llin£ Anthortced 
•*Wri*i not iiWniNS Vf*t cttillBttM tJblted State*, 
Mil iftscCh Other wktttrtK l! till the carlgtnAter &»lrc* a 
COWOtJ* ffcr *Hali lx* lSttloOad id tb* lmw packas*. 
CSm iWil^ fan Afcil 14*»rtiry tfcn aflrtrMcor, 

WUb nWa, and the MCtt rtUtl but ibnll contain no 
clantiHad lrftirMrtloti. 

Xsmmr Ccctaiotr. Th* Loner container aboil be * 4 - 
iW wrt , HMlai ‘1 and plainly aartwl 

♦iH. the £Lfc**lfleatlb»j on -£bt fra rt *ttd back *o that 



tta narf&ae tftll he *aally *ero VhOn %b* carter cfrrer 
la rtnlmTt. £a addlAim, a onetrrjl tawberr shall be 
afklgiWl and placed On few front of the container. 

In th* dUM ox 8o&si@r4 , It vill beer the 

negation, *ftj bm Oyakd Cblj- by (BSD, Saw of l*ar»on 
nr ft Ha) Or Aothiafiitad Bep r aaauta t 1 ve * . f&*BrordB 
MUft ntf% tigs**? on SJth*r iaunr Or otft *r envelope.) 
ft tiball bat nerlad In * mmtr taxiing to reveal 
♦rliwtro of any taaportug. 

Ur. ter flrtnt*.! nmr. fbe Ocrtw' eoettidivar ahnll be nf~ 
Altilitofly BX'bfuw te p rtivc&t the elgaarlfleatlon aavkli*?* 
bn the ia*rr c**rt*iaer* ]Vte being yiitibia, aball bo 



eAiratitied, rtrtcafti tiddvectai Mi Carefully coaled and 





*3j*H beer no a*rkln&t to iailaate the classification 
«f It* content. ta aidilictij « control number a beull 
if «oiign*d and placed eta the front of the container. 

If It contain* TCP SfilB&i, Codeword or other material 
^tjorirtag officer courier, it *h*il be *o indicated. 

3- fjeffepde gf ffexeurieeLoa. - Ciaaaifled Material being sent outside 
iftw A®*b idy or between Agency iaeballatioae ahall be tranaaitted. by one of 
f3m jHrtpasd# ag thcaria ad herein. 

beteeau point* within the Washington area. 

(1) tQP IOCBXT and Codeword material any be transmitted by 
cue Of the following Method* » 

1(a) Awmd Fore** Courier Service 

(h) Courier Service fujnal*h*d by the Adjutant General 
{«) Courier* of the three Service# 

(A) Ajprqpriatei^ designated cleared and accredited 
State Separbaeat, Atonic Energy ^pwwissian, 

Central Xntell lganoe Agency amt Federal Bureau 
0t B weei tig at i op Courier* 

(•) When encrypted by all electrical mean* and Chatted 
F fe*t e* **11 4 inclining aireeily 
(f ) Officer* or olvilian* of ESA who have been dc- 

irignalaal a* Official epurler* fear a specific trip 
ly Chief* of Staff Sivisioa* and Offices 




If.? J i rlt' 
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P»- 



(2) 8BCI Offt and CtWlflOKTXL mterial tty he transmitted by 
erne of tfa» fallowing methods! 

(a) hsgistered U.8. Mail sad registered guard anil 
fn) Protected coaraercia.1 aaqaress 

(c) Agency p er son nel specifically authorised sad 
designated by Chiefs of Staff Divisions and 
ttffice* 

(d) Maliabl e citiwraa of the Chi ted States, including 
efftitial* of other Oovarwaant Agencies 

(•) Means authorised for TOP 3JBCHBT, except that 
material for tbs Armed forces Courier Service 
Sad couriers of the three Services oust meet 
■ fort** ^aalifieations 

(3) d£Mf ICSVriAL - iiadified Ehndling Authorised mterial wy 
he transmitted by on* Of the following inetbods: 

{a) Ordinary 0*0- Mail 

(b) Means authorised for SECRET and &BtnsSSmL 
fc, JNriveen points inside foe Continental United States: 

(l) TOP SQDCHET end Codeword amterial tty be transmit led by 
owe of foe following methods! 

(a) Moans authorised in sub -paragraphs 3.a.(l)(a) 
through 3«», {!}{«) above 

(b) Officers or civilians of MSA who have been de- 
signated as official couriers by B3A Letter Orders 



{ 33 ) 
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(fi) S8CHPT and COIV'IDKHTXA.L material mgr be transmitted 
tor ewe of the following methods i 

(a) Means authorised In sub -paragraphs 3. a. (2) (a) 
end 3*b*(l) above 

(b) Bagistered Air Mail 

(c) Officer of reliable erw ssEfber of Qtaitad States 

Mfcilx wftv y 

( 4 ) Protected Commercial express under billing which 
toMSorea the highest degree of protective handling 
{a) gsswandsra of vessels or civil aircraft of United 
States registry 

(f) Agency personnel specifically authorised and 
designated by MIA letter Orders 
{ 3 ) C C Br CMPrrXA L - Modified Bundling Authorised material 
my be transmitted by methods authorised in sub- 
p a r a gr aphs 3. a. (3} above. 

a. Between Points Inside and Outside the United States' 

(l) MOP BBC SET and Codeword material may be transmitted by 
erne of the following methods c 

(a) Means authorised in sub-paragraph 3*b.(l) above 

(b) Such other means as may be specifically authorised 
by the Birector 
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(2) SECRET and CeBTCnHfriAL Material may be transmitted 
fegr one of the following Method** 

(a) Hearn authorized in aub-paragraphs 3.b. (2) above, 
provided that, except in the case of Canadian 
Registered Hell, shipment doea not at any time 
peas out of the control of the Gnited Staten 
Qcveamaent. Such Material my also be transmitted 
to aad from U.S. inatallattoue In Canada and 
Alaska by Canadian registered mail provided 

1 registered mil return receipt is repeated, 

(b) Means authorized in sub-paragraph 3.e.(l) above 
(e) Gctaccor^penied State Department diploraatie pouch 

(3) CGSFlDfEHTIAL - Modified Handling Authorized Material 
may be transmitted by one of the methods authorized 
for SECRET and CCH?IDK8TIAX material* 

4. Setwsen Points Outside the Continental United States* 

Classified material may be transmitted by mm means as authorized in 
paragraph 3,b. above. 

•« Transmission of Registered Matters Registered documents 
Shall be transmitted in accordance vith the requirements pertaining to 
the transmission of 3BCH5T unless the document is TOP S8CBET in which 
ease the transmission requirement pertaining to TOP 5BCBET will apply. 

56* tranaaiaairm and. custody of registered documents will be covered at 
all times by a continuous system of receipts. 

fiCp- 
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SgCTIOI XX - CSBTGDf JOB SgggMgS OT CXAgggjDSD WM 
1. Custody and Safekeeping ~ The possession or use of classified 
defense information or material shall bet limited to locatiotia where 
facilities for secure storage «# protection thereof are available by 
Boons of which ueautborioed persons are prevented from gaining access 
thereto# Whenever such information or material Is not under the personal 
supervision of its custodian# whether during or outside of working hours# 
the following aeons shall be taken to protect its 

a# TOP ZBCSBSS and Beglstered Batter shall be stored in the 
meat secure facilities possible. leraelly it will be in a safe or & 
safe-type steel file container having a three-position# dial-type# 
eorablaatioa lock# and being of such weight# size, contraction# or 
installation as to minimize the possibility of surreptitious entry# 
physical theft# damage by fire or tampering. 

b. aBGMSI and CCWIDESTIAL natter shall be stored in a manner 
authorised for TOP SECRET material# or in metal file cabinets equipped 
with steel lock-bar and an approved three-aombiaation dial-type padlock 
from which the manufacturer 1 # identification nusfcera have been obliterated# 
or in Goa®arably secure facilities approved by the Director. 

e* CGWIiaafTIAL - Modified handling Authorised matter may be 
stored in the manner authorized for higher categories of claaified matter# 
but oxdioarily shall be stored in a container equipped with a reasonably 
secure locking device or in soy other 
the Chief# Security Division. 




m 
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ft, Within am B1CXSD, SBCUKE and S3&IDSDQ8 Areas. The 
eternise of classified defense miter within Areas designated as 
BOTCTSD, EtBCUREj or KSEXifSIOH shall he as authorised by the Chief, 
Security Division, except that dealt drawers will not at anytime he used 
far storage of other than unclassified and COWIOESTIAI. - Modified 
Amdllng Authorised natter, 

S« Jtespongibillty - Chiefs of Staff Divisions and Offices are 
responsible for the safe custody of classified material within their 
jurisdiction and they shall issue such additional directives as say he 
necessary to provide for safe custody vithin their activities, 

mmm x - m & m &£ xo 8 w ciassxtihp matter 

X* Aatbority - Documentary record material made or received by 
X3A in connection with transaction of public business and preserved as 
evidence of the organisation, functions, policies, operations, decisions, 
procedures or other activities of any element of the Agfrncy, or because 
of the informational value of the data contained therein may he destroyed 
only in accordance irith USA Begulation So. 12-2 or specific authorisation 
from the Adjutant General, Son -record classified material may be 
destroyed as authorised by responsible Agency personnel. 

g. Methods of Destruction - Classified defense material aboil be 
destroyed by burning la presence of a coswdsslooed officer or by other 



methods authorised by the Director. 

>* 

a* Destruction of documents t Documents, worksheets, cor- 
respondence, and other readily combustible or palpable material shall be 



placed in bum begs or whenever too bulky to sake use of Jami bags, shall 

tC. 

he packaged, preparatory to destruction, in a 




will preclude 



<3T) 



loss* 
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b. Instruction of l&tcri&X Other Sbaa Itopen Photographic 
P«g?er, fil«, eoajposition or treated waterproof taped, acetate, celluloid, 
seta! of any type, equipoenta, etc*, shall be destroyed m directed by 
the Chief, Security Cirision. 

ajGflffow xx - gpF Sflyi sxos 

Supervision for the l*s>l«aeatatioa of the policy established herein, 
is the responsibility of the Chief, Security Mrisioa. 






